EBvikd MetooBLo MoAuteyveio

TR HAektpoAoywv Mnxavikwv kot Mnxavikwv YIoAoyLloTwy
Tougag Zuotnuatwy Metadoong Minpodoplag kat Texvohoyiag YALKwvY
Epyaotriplo Acupudtou & Emikowvwviag MeydAwv Alootdoewy

APSApBEYS
AVFRo PG

L

AnoteAeopata EAeyxou AsttoupyLwv
AvaBaBuiopevou Aoylopikot Qopntng
OTM/AA
ue HAektpoviko Tpomo Atadulagng
Avtypadwv Agitiwv (EJ)

Aokiplo EAEyxou:
®opnti OTM/AA pe Hhektpovikd Tpomo AladUAagng Avtlypddwv AsAtiwv (EJ)

Movtélo: “NORMA EJ NET II”
¢ etapeiag ‘E.BATENAZ N.FAAANHZ O.E’

Zupdwva pe Tig Texvikeg Npodlaypadég MOA. 1220/2012, A1024/2020 (DEK
317B/6.2.2020), A1173/22, A1190/22 kat A1021/23.

Katnyopia Avapabuiong 1 (MARpng Zuupopdwon e tv A1173/22)

A./A. NIZTOMOIHTIKOY :558 ABrva, 19 louAiou 2023

H mapoloa texvikn €kBean adopd amokAELOTIKA Tov EAeyxo Aoylopikol (SOFTWARE/FIRMWARE) tou
O.H.M. cvpdwva pe tnv and 7-3-2018 emiotolr) tng AAAE -TENIKH AIEYOYNZH HAEKTPONIKHZ
AIAKYBEPNHZHZ & ANOPQIMINOY AYNAMIKOY, AIEYOYNZH YMOXTHPIZHX HAEKTPONIKQN
YMHPEZIQN, TMHMA E’ - Juotnudatwy Atachaiiong HAEKTPOVIKWY EUTopIKwV ZUVOARaywy LE aplBpd
TpwTokOAou AYMHAY E 1036580 E= 2018 kal B€pa «Avabeon umnpeolwy gAéyxou software Twv
O.H.M.»

To epyaotnipio Acupudtou & Emikoivwviagc MeydAwv Amootdoswv 1nN¢ 2XO0ANG
HAekTpoAdywv Mnxavikwv & Mnxavikwv YnoAoyiotwv tou EOvikoU MetooBiou MNoAutexveiou
eivat motonoinuévo kata EN I1SO 9001:2015, pe Apif. [Motonointikou MIRTEC1-01-
6038CER11.1032301087 yia tov ‘EAeyxo KaAng¢ Asitoupyia¢ Mnxavicuwv & Zvotnudtwv
(PopoAoyikwv Mnxavicuwv & Zvotnudtwv Aopu@opikolU EviomiopoU AAIEUTIKWV
Zkapwy)



EOvikO MeToOBI10 NMoAuTe)VEio

TuAua HAekTpoAdywv Mnxavikwv kal Mnxavikwv YnoAoyioTmv
Topéag SuoTnuaTtwyv Metadoong NAnpo@opiag kal TexvoAloyiag YAIK@V

TITAOZ

Aehtiwv (EJ)

AnoteAéopata EAEyxou Asttoupylwv AvaBabulopévou AoyLopLkou
®opntrigc OTM/AA e HAektpovikd Tpomo Ataduiaing Avilypddwv

ANADOOPA NORMA EJ NET Il

‘Ekboon 1 ANAGEQPH2H
2YITPADEAY Xpriotog NikoAdmouog,

Avéipyupoc Miakheloc HM/NIA 19/07/2023
ErKPIOHKE AMNO HM/NIA YMNOrPA®H

Xpnotog N. KapaAng
(AtevBuvtnc Epyaoctnplou, KaBnyntng EMM)

19/07/2023

AuwttoAéynan ANayng 'Ek6oon AvaBewpnon  |Hp/via
1
A/A | ONOMA YMNOTPAOH

Xpnotog A. NIKOAOTIOUAOG

CHRISTOS NIKOLOPOULOS
e Jul 21 2023 5:02 PM
CHRISTOS NIKOLOPOULOS

L Ert. KaBnyntnc EA.ME.MA.
Avapyupog 0. MnakA&log
2. Quolkog — PadlonAekTpoAdyog
Addktwp E.M.M.
3 NwoAaog X. KapaAng
' MNAnpodoptikng O.M.A., Adaxktwp E.M.M.
1.0 19/07/2023 o/a MiotomotntikoL: 558 2 ano 23

Epy. Acupudtou kal Emkolvwviag MeydAwyv Amootdcewy E.M.M., motomoinyévo katd EN ISO 9001:2015



EOvikO MeToOBI0 NMoAuTe)VEio
TuAMa HAekTPoAOYwWY Mnxavik®v kal Mnxavikwv YnoAoyioTwv
Topéag ZuoTnuatwyv Metadoong NMAnpogopiag kal TexvoAoyiag YAIK®V

O Kk&twOL umoyeypappévog Ehafa yvwon tng ouvnupévng ekBEoewg eAeyxou Kat.elpat
OUHPWVOC UE TO TEPLEXOUEVO QUTHC Kat BeBatwvw OTL KATA TNV SLEVEPYELD TwV EAEYXWY,
1000 0Tl Staboxikég avaBabuioelg Tou Aoylopikol edapUOywV 00O KoL OE QUTEG TOU
Popoloylkol pKpokWSIKa yla TV S10pBwon Twv oPaApdTwy autwy Sev EXEL TIPOKUPEL
acvpdwvia pe doa €xouv TponyouEVwG eAeyxBel kal elval ocUpdwva pE TIG TEXVIKEG
Mpodiaypadég mou opiovral pe tnv MOA.1220/2012.

 OCEKAPORAIOR THs €1 HM/NA
T rha 210 = 19/07/2023
. A )
@L\M% RPN AN
1.0 19/07/2023 o/a MiotonotntkoU: 558 3 amnod 23

Epy. Acuppdtou kat Emkowvwviag MeydAwy Amootdcewy E.M.TT., motomoinpévo katd EN 1SO 9001:2015



EOvikO MeToopBio NMoAuTtexVEio
TufRpa HAekTpoAdywv Mnxavikwv kal Mnxavikwv YnoAoyioTmv
Topéag SuoTnuaTtwyv Metadoong NAnpo@opiag kal TexvoAloyiag YAIK@V

B V0
2 ANAAYTIKOI AEITOYPIIKOI EAETXOl @OTM/AA ME EJ [NA TIZ ANABAGOMIEMENEX
W L £ I =

I 3 T D

1.0 19/07/2023 o/a MiotomotntikoL: 558 4 ano 23
Epy. Acupudtou kal Emkolvwviag MeydAwyv Amootdcewy E.M.M., motomoinyévo katd EN ISO 9001:2015




EOvikO MeToopBio NMoAuTtexVEio
TufRpa HAekTpoAdywv Mnxavikwv kal Mnxavikwv YnoAoyioTmv
Topéag SuoTnuaTtwyv Metadoong NAnpo@opiag kal TexvoAloyiag YAIK@V

1 EIZArQrH

H Ermutporty OHM tou Ymoupyeiou Owkovopiag kat Owkovopikwy tou Yroupyeiou
Owovoplag kat Owkovoulkwy mapénepde tnv Etatpeia “E.BAFTENAZ N.FAAANHZ O.E
otnv Oudada EAEyxou Asltoupylkotntag Aoylouikol QopoAoylkwy Mnxaviopwy Tou
Epyaotnpiou Acupupdtou kat Emikowwviag MeydAwv Amootdoswv Tou Topéa
Juotnudtwyv Metadoong MAnpodopiag kat Texvoloyiag YAwkwv tou EBvikol
MetodBlou MoAutexvelou, mpokelwévou va StevepynBoulv ol amapaitntol €Aeyxol
Aettoupylwv Avapaduiopévou Aoyouikol tg DQopnthg @opoloyiknc Tauetakng
Mnyxavri¢c Avénuévwyv Avvatotntwv (DOTM/AA) ue HAektpovikd Tpomo Atapulaéng
Avtiypaewv Ekbdibougvwy AeAtiwy (EJ) kat pe tnv epmoptkn ovopacio “NORMA EJ NET
II” Tou €tuxe eykploewg pe aplBud 15DLZ2625/20-06-2019, cuudwva Pe TG TEXVIKEG
Npodlaypadéc mou opilovtal pe tv MOA.1220/2012 Kol TIG CUUTANPWHATIKEC
TeEXVIKEC Tpodlaypadec OMwe QUTEC amoTtumwvovtal otnv A1024/2020 (OEK
317B/6.2.2020), A1173/22, A1190/22 kat A1021/23.

MNapatiBetal To povadikd KAELSL KATACKEVOOTA:
9CBC71E9D6F218671C06A1177FODE2A8E60323265147965CA77973459E12D14A

YKOTIOC TNG Tmapouvoac €kBeong elval n mapoucioon TwV QMOTEAECUATWY TWV
nipoavadepBEVTWY eAéyxwy ocUUdWVA HE TIG LoXUoUaeC TeEXVIKES MpodlaypadEc Kat N
ouvtaén Ewonyntikng TexvikAg ExkBeong, mpokelpevou n Emitponn va mpofel otnv
‘Eykplon kot Xopnynon Adslag KataAAnAotntag.

Huepounvia Maparafnig AoKLuLoU 22/06/2023
Huepopnvia Evapéng EAEyxou 22/06/2023
Huepopnvia Nepatwoswc EAEyxou 19/07/2023

MPOZKOMIZOENTA STOIXEIA A TH AIENEPTEIA EAETXOY OOTM/AA ME EJ

AvaBabpuiouévog opoloylkdg Mikpokwdkag OK

Nepypadr Ooporoyikol Mikpokwdika OOTM/AA

'Exdoon ®opoloyikou V4.00TRTCN
MikpokwSLKa (TREMOL_M_TRA13_NORMA_EJ NET 2 WIZ5500 Ver
_4.00.bin)

Huepounvia Anutoupylag 19.07.2023
'Ekdoonc Mikpokwdika

MéyeBog Apxelou (bytes) 655,360

Wndakn Yroypadr) Apxelouv | SHA-1:
@opoloylkol MikpokwsKa D1116CF2DD571EA79741FEO318ACEC94DFBO11AD

1.0 19/07/2023 o/a MiotomotntikoL: 558 5 amnod 23

Epy. Acupudtou kal Emkolvwviag MeydAwyv Amootdcewy E.M.M., motomoinyévo katd EN ISO 9001:2015



EOvikO MeToOBI10 NMoAuTe)VEio
Tunpa HAekTpoAOYwv Mnxavikwv kai Mnxavikwv YRoAoyloTwv
Topéag SuoTnuaTtwyv Metadoong NAnpo@opiag kal TexvoAloyiag YAIK@V

Owrtoypadia #1. H OOTM/AA pe E) NORMA EJ NET 1.

&% Norma

10 TAPON AEN ATIOTEAE]
QOPOAOT TKH ATOAEI=ZH
TEXNOTNQEIA
E. BATENAZ-N.TAARNHE 0.E.
TAMETAKA EYZTHMATA
AOM 289948742
fiP16.MHX. 001 XEIP. 01 o

VER. 4.0Q0TRTCN EJ

19-07-2023
D1116CF2DD37 1EA78741
FE@318ACECO4DFBOI IAD

AP. AEAT. 0003/
TETAPTH 19-07-2023  6Q:17:26
APIEMOL MHTPQOY DL Z22933599

10 TRPON AEN ANOTEAE]

QOPOAOT TKH AMOAETEH

Owtoypadia #2 Mn popoloyiko dehtio e ta otolxeia TnG Ekdoong, TNG NEPOUNVIAG
onuoupylag €kéoong kat tnv Ynéwakn uvmoypadrny SHA-1 tou ¢opoAoyikou
MKpokwbka tng POTM.

1.0

19/07/2023 o/a MiotomotntikoL: 558 6 amo 23

Epy. Acupudtou kal Emkolvwviag MeydAwyv Amootdcewy E.M.M., motomoinyévo katd EN ISO 9001:2015



EOvikO MeToopBio NMoAuTtexVEio
TufRpa HAekTpoAdywv Mnxavikwv kal Mnxavikwv YnoAoyioTmv
Topéag SuoTnuaTtwyv Metadoong NAnpo@opiag kal TexvoAloyiag YAIK@V

2 ANAAYTIKOI AEITOYPTIKOI'EAETXOl ®OTM/AA ME EJ TIATIZ
ANABAOMIZMENE2 AEITOYPTIEZ

JUpdwva pe t™n SnAwon tng attovpevncg etalplag (ENTYNMO MAPAAABH: KAl
ZYMOQONIAZ tng mapouong) téco to UALOWKO (hardware) oo kat To AOyLouko (o
$OPOAOYLKOC UIKPOKWOLKAG KAL TO TPWTOKOANO eMikOlVwviag) elvatl OpoLla wg mpog OAeG
TIC AELTOUPYIEC KAl XAPAKTNPLOTIKA UE QUTA Tou eAéyxBnkav amod to Epyaotrplo
Acupuatou kal Emikowwviag MeydAwv Amootdoewv Tou Topéa ZUOTNUATWY
Metadoong MAnpodopiag kat Texvoloyiag YAlkwv tou EBvikou Metooflou
MoAuteyveiou kat mapouclalovtal otnv €kBeon amoteAeoudtwy NG 29n¢ Maiou 2019
(A.A. 269) kat t™¢ 21nc Malou 2020 (A.A. 380), ekto¢ amo TIC avaPabulopévec
Aeltoupyleg mou mapatiBevtal otn CUVEXELQ.

‘OMNoL ot €Aeyyol cuvodevovtal anod cuvnuuéva deAtia mou katatiBevtatl otnv Emtpornn
padll pe tnv mapovoa €kBeon.

1.0 19/07/2023 o/a MiotomotntikoL: 558 7 anod 23

Epy. Acupudtou kal Emkolvwviag MeydAwyv Amootdcewy E.M.M., motomoinyévo katd EN ISO 9001:2015



EOvikO MeTooBio NMoAuTteyvEio

TufRpa HAekTpoAdywv Mnxavikwv kal Mnxavikwv YnoAoyioTmv
Topéag SuoTnuaTtwyv Metadoong NAnpogopiac kai TexvoAoyiag YAIK@V

leptypagri eEAEyyou AnotéAeoua EAEyyou A1opBwbnke - Zyolia
SOFTWARE
'EAeyxo¢ Zuppopdwong pe ta opl{dpeva otnv map 2.5 tou ’ ,
apBpou 2 tng A.1024 anddaong Awokntr) AAAE: «Itnv - E)‘EYXOQ EKKPEUWY e’.txt (kav oty
MepmTwon Omou Sev UMAPXEL EKKPEUAC amOSELEN TPOC EMLtuxAc m Meptwon Mo umdpxet  dlakomn

ouvdeong kol €xel TapEABel TO

amooToAN (e.txt) aAAG €xel mapeABeL To Xpovikd Staotnua | minS1 Averutuyng O , , , ,
mou €xeL opioeLto MIOHM, o ODHM Sev emiyetpei StapiBaon blaotnpa anootoAng oA UTApXEL
apxelou s.tmp.» EKKPEUOTNTA, EMavaolvdeon =>)
- 'EAeyxol Kol ylo To s.txt kal yla to
s.tmp, oe aduvauia cuvdeonc, Adbog
URL, KTA.
, ) ) AEN YMNOZTHPIZEI TEAOZ
EAeyxoc Zuupdpdwong pe ta opl{oueva atnv nap. 2.10 tou NAPEMIAHMOYNTON
apBpou 2 tnc A.1024 amoddaong Awowkntr) AAAE: «Xtnv '
nepintwon anotuxnuévng StaBifaonc apxelou s.txt 4 s.tmp ErTUAc m ' '
oto Nz OHM, o OHM emutpénetal va emavaldBel ApECWC . , YNO2THPIZEI myDATA tUmog ecodou : 1:
minS2 Avemutuxng o

NV mpoonabela StaBifaong avtépata aAeg Svo dopéc.
2tnv ouvéxela, o OHM emuyxelpel véa Staifaocn petd to
TEPAC TNC TEPLOSOU ETUKOWVWVIAC TIOU €XEL OPLOTEL QMO TO
M2 OHM.»

EMMNOPEYMA (DEFAULT), 2: MPOION, 3:
YIMHPEZIA.

BUG: To kAeldl kataokeuaot Oev elval
evowuatwuévo oto firmware, aA\a eivat
TPOYPAUUATIOO KAl €lval EMUTPENTA N
EUPAVION KOL QVAYVWON TOU amd €VTOAEC
pwTokoAou. AIOPOQOHKE.

1.0 19/07/2023

o/a MwotomnotntikoV: 558

8 amno 23

Epy. Acuppdrou kat Emkotvwviag MeyaAwyv Amootdcewv E.M.M., motomownpévo katd EN ISO 9001:2015




EOvikO MeTooBio NMoAuTteyvEio
TufRpa HAekTpoAdywv Mnxavikwv kal Mnxavikwv YnoAoyioTmv
Topéag SuoTnuaTtwyv Metadoong NAnpogopiac kai TexvoAoyiag YAIK@V

BUG: To MAC Key mpoypappatiletal amnod
eEWTEPLKO TIpOYpappa Kal Sev amobnkevetal
LE TNV emkolvwvia pe Tto EFTPOS.
AIOPOQOHKE

BUG: To AES Key &ev mpoypappatiletal
avtopata amno tov OHM Bdon kAeblov
KATAOKEVQOTH, OAQ  omo  €EWTEPLKO
npoypappa. AIOPOQOHKE

BUG: Aev amelkoviletal oto Agktio Z otnv
neplmtwon Tmou  éva  TUAUA  €XEL TEAOC
MAPETLONUOUVTIWY TO QVTIOTOLXQ TTOOA OTNV
avaAuon Tunudtwyv. AIOPEQOHKE

BUG: 2to apxeio pe kwdikd'356 to medio Twv
NMPoodeuTIkKWY aplBuwv Oev elvat pndéy,
oAAG pelov Tov TpoodeuTIKO TNG avtioTowXNng
npo doptwueévne. AIOPEOQOHKE

BUG: Agv €xelL UAOTIOLNUEVN TNV EVTOAN X/init
kal 6ev KAveL KANoeL oto server (esend) wote
VoL KATaXwpNoeL TV gyypadr tou TID/ ECR
serial. AIOPOQOHKE.

1.0 19/07/2023 o/a MwotomnotntikoV: 558 9 amnd 23
Epy. Acuppdrou kat Emkotvwviag MeyaAwyv Amootdcewv E.M.M., motomownpévo katd EN ISO 9001:2015




EOvikO MeTooBio NMoAuTteyvEio

TufRpa HAekTpoAdywv Mnxavikwv kal Mnxavikwv YnoAoyioTmv
Topéag SuoTnuaTtwyv Metadoong NAnpogopiac kai TexvoAoyiag YAIK@V

'EAeyxo¢ Zuppopdwaon pe ta opt{oueva otnv nap. A5 tng
A.1173/2022 wg npog Tnv Tpomnormnoinon Tov teAsutaiou
ebagdiou kal tou mapadelypatog tou apbpou 3 Tng A.1024
anodaong Atowntr AAAE: «Enavénon twv 6edopévwy tou
QRcode.

H mnapauetpog SIG oto QRcode mepléxel ta akoAouba
dedopéva: Zelplakog Aplopog ®opohoyilkol Mnxaviopou —

Erituxnc m

‘EAeyxog ouvupetoxnc oto QR Code 1n¢
NUEpOUNVIaAC KatL TN wpag TN anodeEnc.

BUG: AEN oTéAvel To owoTo e.txt (MaA\ov)
o€ oX€on UE auto Tou Bploketal ota apyela

11 xapaktipeg | Auvfovtag [MMpoodeuTikdg AplBuog | minS3 AveTtuxng O backup. Me amotéleopa va eivat AaBog to

onuavong — 8 Ynola oe popdry 00000000 | umoypadn validation Tou QR Code. AIOPOQOHKE

SHA-1 tou avtiotolyou e.txt - ol mpwtol 30 ard toug 40

Sekaetadilkol YapakTNPeg |nuepounvia kol wpa ING

anoddeenc e popdn YYMMDDhhmm | cuvoAikr aio»

‘EAeyxoc¢ Zuppopodwong pe ta akolouBa opllopeva otnv

nap. A20 tng A.1173/2022 SuvaueL tng omoiag 2tov mivaka - 'Eheyyor kar ywa v mepintwon

A tou ked.2 tTnc MOA 1220/2012 mpootiBevtal véa media ’uepLKr']q rt)\npu)ur']q, (etre 2 kapreg). ,

OUEOWG PETA TOV KWSLKO voplopatog kal mptv tnv MNAHWS, - Brevxog Tt)\r,]pwuwv 0€ SLoPopETIKa

TOPACTATIKA.

w¢ €&nc: MAHOOZ NAHPOMQON ME KAPTA (N:2), 2YNOAO ErLTuYt . EAEWOC OOYELWY OF TIEDUTTLOEL
XNAG m YXOG  apx P G

NMAHPOMQON ME  KAPTA (N 18:2), TAYTOMOIHIH | minsa AVETTUYAC O METayeVEGTEPNC TANPWLIAC

NAHPQMHZ ME KAPTA (C 60), MYDATA (C 400), >XETIKO
MNAPAXTATIKO (N 8) (uovo otov mivaka A), RANDOM (C 10).

210 nedio «2YNOAO NAHPOMON ME KAPTA» tomoBeteital
kat StaBiBaletal To CUVOALKO TTOGO TIOU TANPWONKE yLa TO

- EWKa okupwTlkd otolyela, €Aeyxoc
OUOXETWOUEVWY TIOPAOTATIKWY. (€
neplmTwon akupwaong amodeléng ue
nUEPNOLO aplBuod mou Oev UTIAPYEL
eppavitel Tt  HAVURA  : «Aev
YNAPXOYN ZYNAAA. TIA AKYPQZH»),

1.0 19/07/2023

o/a MwotomnotntikoV: 558 10 a6 23

Epy. Acuppdrou kat Emkotvwviag MeyaAwyv Amootdcewv E.M.M., motomownpévo katd EN ISO 9001:2015




EOvikO MeTooBio NMoAuTteyvEio
TufRpa HAekTpoAdywv Mnxavikwv kal Mnxavikwv YnoAoyioTmv
Topéag SuoTnuaTtwyv Metadoong NAnpogopiac kai TexvoAoyiag YAIK@V

OUYKEKPLUEVO TOpaoTaTkO (amodeltn €oodou, amodelén
ALOVIKWY  OUVOAAQYWY, TLULOAOYLO), LE XPEWOTIKA N
TUOTWTLKA KApta, amo POS mou eival cuvdedeuévo otov
OHM.

To medio «TAYTOMOIHXZH NAHPQOMHS ME KAPTA» meplexel
MANpodopleg yLa TNV TAUTOMOINON TNG TTANPWHNC UE KAPTA.
2Ta TOPOOTATIKA UE KwOkd 356,358, oto medlo autd
nepLéxovtal ol mAnpodopiec mou amootéANel To EFTPOS.
2Ta ouvABn mapactatikd onwg amodeifelg eocodou,
armodeléelc  AlavikAG TWANONG, TWMOAOYLD, TUOTWTLKA
ALQVIKAG 1 TIOTWTLKA TIHOAOyLa Tou ekdidovtal amod Tov
OHM kat mpodoptwvovtat oto EFTPOS yla peTayeveoTepn
mMANpwun, oto medilo «tautomnoinon MANPWUNG UE KAPTA»
TomoBeteltal to session number.

To nebio «ZXETIKO MAPAZTATIKO» meptéxel mAnpodopleg
YLl TO QPXLKO TTAPOOTATLKO TIOU AKUPWVETAL O€ TEPIMTTWON
€kboong eldkol akupwTLkoU otolxeiou and OTM - AAHME.
Elbikétepa, o meplmtwon €kdoong eldkol aKUPWTIKOU
otolxelou amd OTM 1 AAHME, oto mebilo «OXeTkO
TIAPOOTATIKO» TIEPLEXETAL O TIPOOSEUTIKOG aplBuog Tou
apXLKOU TIApOoTATIKOU ylot To omoio ekbidetal to €O1ko
QKUPWTIKO otolxeio (N:8). Ztnv mepimtwon omnou n OTM n)
AAHME &ev umopetl va avaPBobulotel yia tnv €kdoon
eLOIKOU aKUPWTIKOL oTolxelou, To medio auTod elval Kevo.
To medlo “ RANDOM ” meptéxel uia 10yndwa tuyaia
akoAouBia amoteAovpevn and 0..9 kal A..F.

oTnv  TeEpimtwon  Tou  yivetal
npoomnaBela  akUpwong  €8Lkov
QKUPWTIKOU eudavilel To pRvuua :
«AEN EMITPEMETAI»

MNebila RANDOM (€heyxoc
TUXALOTNTOG),

MYDATA ((XuvteAeoTng

ONA, KoB.Afla, myDATA TUTMOG
€06bou, myDATA Adyo¢ amaAlayng
@A)

(e.g. [(6.00,2.00,2,0), (13.00,2.00,2,0),
(24.00,2.00,2,0)]

A (6.00,2.00,2,0), (13.00,2.00,2,0),
(24.00,2.00,2,0))

JTnv nepintwon Tou €YEL
nipoypappatiotel Adyog anaiayng OMA
= 0 oto TuAua pe ouvteheotr OMA 0.00
% o0 OHM katd tnv nwAnon epdavilel To
obaApa «XOAAMAY Kal Sev TO ETUTPETEL

BUG: 210 Ywplo twv mMwAnocewv Oev
adalpel Ta aKUPWTIKA (Mocd) amod TIG
TIWANOELC KAl SEV AMOTUTIWVOVTAL CWOTA
KOl 0T CUYKEVIPWTIKA ood (mpocBEtel
KAl TO TO00O TWV OKUPWTKWY OTa
OUVOALKQ)

1.0 19/07/2023

o/a MwotomnotntikoV: 558 11 amo 23

Epy. Acuppdrou kat Emkotvwviag MeyaAwyv Amootdcewv E.M.M., motomownpévo katd EN ISO 9001:2015




EOvikO MeTooBio NMoAuTteyvEio
TufRpa HAekTpoAdywv Mnxavikwv kal Mnxavikwv YnoAoyioTmv
Topéag SuoTnuaTtwyv Metadoong NAnpogopiac kai TexvoAoyiag YAIK@V

To neblo “MYDATA” nepléxel teTpadec cuudwva UE Ta e Tpoomadela TULOTWTLKOU
opopeva otny rnapdypado 20 tnc A.1173/2022, epdoov napactatikoy mou Sev. avtiotolxel oe
ekb0Bev TIPONYOULLEVNG nUépa,

elvat epiktn mpog touTo n avaBdabuion tng OTM n EpbaVIZEL TO AU <AAGOS 169,

AAHME. Ze Sladopetikn mepimtwon, to nedio auto eival

KEVO. Agv €xel duvatotnTa va aKUPWOEL Ta
NIZTQTIKA mopaoTaTikd.

>tnv mpoomdBela  akvpwong  Adn
oKUPpWHEVNG amodeléne, eudavilel Tto
ufvupa: «AEN YMAPXOYN SYNAA. TIA
AKYPQZH»

Y TNV MPoomabela akUpwong oKUPWTILKOU
otolxeiou, eudavitel To pAvupa: «AEN
EMITPEMETAI»

OL enmeénynoell Twv w¢ avw KwOIKWY
Sidovtat  otnv  mapdaypado 21 NG

‘EAEYXOC ZUMPOPIWONC e Ta akohouBa optldpeva otnv A'117,3/2022' la (’)?\louq TOUG  KWHLKOUG
nap. A211tngA.1173/2022 pe tnv onola: MpootiBevral EMTUXAC m autods, To  medio  RANDOM - Bev
v£oL T{TAoL TapACTATIKWV oTov Tiivaka A Tou kedahaiou 3 minss AveruTuyiic o oupminpwvetar,  aMa vl kevo.
g MOA 1220/2012 wg akoAovBwe: Ateukpuviletal OTL yla Toug Kwdkoug 356,

357, 358, 359, Tta e.txt mou mapdyovtal,
vVOOUVTAL HOVO WG YPAUUEG TOU QVTLOTOLXOU
s.txt  apyelou, ouvenwg b&ev  uMApyouv
POSLaYPAPEC ovopatoloyiag TOUC.
Eldkotepa yla tov Kwdko 359 «Alddopeg

Kwéwkol : 39, 356, 357, 358, 359
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mAnpodopiec», n amaitnon cupUOpPPwWoNg
neplopiletal ota £EL mpwta umormedia Tou
nedlov  «OUUTANPWUATIKEC TIANpodoplec»
SnAadn péxpL kaLtnv version firmware OHM.

- 'EAeyxol Sladopwy TMEPUTTWOEWY O€
OAOUC TOUC VEOUC KwOIKOUC.
- Kwdikodg 359

- Kwdkoc 39.

MNpooopoilwon HEow amoouvdeong
Siktuou Kkat Staypadrg Tou pakeAou
(nuepnowwy Sedopévwy). Katd tnv
npoomnafela amootoAng Snuoupyel
TO apyelo pe kwdiko 39 kat epdavilel
otnv 008ovn to pivupa: «AAGOZ 12»
KaL OTn OUVEXELQ TO OTEAVEL QMo T
dedopéva tng O.M.

'EAeyxo¢ Zuppopdwong pe ta opllopeva. otnv nap. 2.25.2 - 'EAeyx0G OTL TO OUVOALKO TTOCO QMO TO

Tou apBpou 2 tou Kedbahaiou 2 tng NOA 1220/2012, bmwg EFT-POS bev  buvatat  va

TPooTédnke pe tnv map. E22 tg A.1173/2022 anddaong Ertuyic m Un‘?pBaLVEL/UT[O’)‘Em‘EWL 10 eoo NG

ALowknTH AAAE: mins6 AVETTUYAC O anoéet&r)q. EAeyxog ~ hepwng
H OTM/AAHME £ 5 ' SLacuvs EFT TANPWHAG, TAPWHN anoe

« / €xeLtnv duvatotnta Stacuvdeong pe EFT- SLabOPETIKEC KAPTEC.

POS cUpdwva e To eviaio TpwTOKOANO emikovwviag. Xtnv = OK (éxeL Suvatémnta ya 3

TEPUTTWAON OToU TPOKELTAL va Yivel TTAnpwUN HE KAPTQ, SLadOPETIKEG KAPTEC)
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otov ®HM mAnktpoAoyeital to mpo¢ MANPWUR TMooo, To
omoio O&tafialetat oto EFT-POS. Av n  mAnpwun
npayuatonowinBei, o O®HM AapBdvel and to EFT-POS ot n
MANPWUA Tpayuatonoldnke kat To adalpel amd T
odel\oueva mpoC e€EdodAnon. Av n mAnpwun ev
npayuatonownBel, o OHM dev adalpel To mood amnd ta
odel\opeva mpog e€odAnon. MeTd TNV eKTUTIWON TNG
dopoloyikng amoddeltng, amd tov ekTUTWTH Tou OHM
EKTUTIWVOVTAL Ol amodeitelc mMAnpwir ¢ tou EFT-POS yla tnv
OUYKEKPLUEVN dopoAoyikr amoddelén.» To CUVOAIKO TIOCO
TWV TIANPWUWY HE KAPTA ava ocuvallayn amount,
Kataypadpetal otnv  MvAun  epyociac  tou  OHM,
LeTapEPETAL OTO avTioTOoLXO apyeio e.txt, kal abpoiletal o
€101kG 0BpoLoTr), TTPOKELUEVOU AUTOC VAL EKTUTIWVETAL OTLG
avapopec X, Z .

«H OTM/AAHME, €xeLtnv duvatotnta katd tnv dtadikaoia
NG €kdoong, va amooTelAel MaPAOTATIKO Tou €kbibeL 0TO
EFTPOS, mpokelpévou va yivel n peTayeveéatepn e€0dAnon
TOU TIAPQAOTAOCTIKOU UE KAPTA, UE TOV TIEPLOPLOUO TNG UN
TIANKTPOAOYNoNg moool oto EFTPOS yia TIC XPEWOTIKEC
ouvalhayeg, SnAadn yla TIg TANPWEC UE KAPTA.

‘EAEyXOC TUOTWTIKWY CUVOAAQY WY OO
to EFT-POS.

‘EAeyxoc kata 1tn  BAABn  (n/ko
Slakomn cuvdeonc) yia tnv 0pdn f un
TIANKTPOAOYNGN TOU ToooU (€Aeyxoc /
eCaopaiion aduvapiag OeltePNC
bopAC €VIOC TPLUAVOU — €AEYXOC
12wpou/  24wpou  —  elOIKEG
TEEPUTTWOELG).

Metayevéotepn e€0dAnon — EAeyX0G
nmocov => O OHM oTtélvel 6Ao 1O
noood otov emulator (EFT-POS) tnv
Staxeiplon tnv ka@vel to POS Kat pE TO
resend all Ba ¢tatet o OHM Ta
avtiotolya apxela 356.

'EAeyyxoc ektunwong anodeiéewy anod
Tov OHM mou adopolv TG
ouvalayec amd to EFT-POS ka
avtlotolylon He ta avtiotola mood
070 e.txt, EAeyxoc Kal oTlg avadopeg
X,Z.

‘EAeyxoc Suvatotntacg Slaclvdeong
TIEPLOOOTEPWY TOU €vog EFT-POS (éva
TPOG €val)
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Ma tnv mepimtwon AAHME xwpic mpoypapuo eoTlaTopiou,
ETUTPENETAL N emikowwvia g AAHME pe 1o EFTPOS va
yivetal péow  eblkol  AoylwopikoU Tou  amoteAsl
avVamoomaoTo TUAMA TNE €ykplong tng AAHME. To ebiko
QUTO Aoylopiko tTng AAHME Swaalel yia kaBe emikeipevn
eTkolvwvia e To EFT-POS to kAeldi kpumtoypadnong anod
v AAHME, kal 6ev To amokaAUTTeEL 0 AAAO cUOTNUA N
edapuoyr, oUTE TO amoBnKeVEL KATIOU.»

Error codes emiotpodng amo to EFT POS
1.

ATOPPIWH AMO TO POS (33. Generic
Rejection Code on Emulator)
AKYPQOHKE AMO TON XPHZTH (03:
user cancellation or timeout on
Emulator)

AMOPPIWH AMO TO TEPMATIKO (04:
declined by the terminal on Emulator)
AMOPPIWH AMO TON AIAKOMIXTH
(05: declined by the host on
Emulator)

SOAAMA EMIKOINQNIAZ (06:
communication problem on
Emulator)

TPAMEZAX AEN EINAI MPOXBAZ. (09:
bank’s  host  unreachable on
Emulator)

AEITOYPTIKO OAAMA TOY POS(66:
system error in POS on Emulator)

Error reply codes emiotpodng amnod to EFT POS

1. TO MPQOTOKOAAO AEN YMOZTHP.

(001. «protocol not supported on
Emulator)
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2. AHOGHKE AINAO AITHMA (002.
«duplicate request received on
Emulator)

3. 2OAAMA ZYNTA=ZHZ TOY AITHMATO2
(003. «Syntax error in request on
Emulator)

4. E2XOAAMENO NOMIZMA (004.
«Invalid currency on Emulator)

5. EXQTEPIKO ZOAAMA TOY POS (100.
«Internal POS error)

6. EXOAAMENH ENTOAH (500. «Invalid

command»)
7. NAGOX MAPAMETPOZ (501. «Wong
parameter»)
8. AMAIXOAHMENO (999. «BUSY »)
'EAeyx0og Zuppopdwong e Ta opl{dueva otny map. 23 TG - 'Eheyxoc eyypadng otn OM  1nc
A.1173/2022: ETUTUXOUC/ avemituxoU ¢ Hetadopac.
«Tpomornotnoelg tng map. 5.6 tou apBpou 5 tou ked.2 TG
MOA 1220/2012. H etawpla katébBeoe umevBuvn dnAwon yla
To edadlo 5.6.3.1 tngmap. 5.6. tou @pBpou 5 tou ked.2 TG ETtuxnic m myv 0‘5UV,0LH(0€ MpooopOLWoNG OL,VET“TLIJXOUC
MOA 1220/2012 tpomnomnoleital we €AC: minS7 AVETUTUXNG O MeTahopac Adyw Twv TOAATAWY EAEXWY
nmou mpaypoatorolelt o OHM  katd 1Tn
5.6.3.1. H emTuxnc OANOKAAPWON Kol HETOPOPA TWV dladikactia daBiBaong twv dedopevwy oto
amoBNnKeLpPEVWY OTOXELWV-SEATiwY, and tnv Mpocwpwn QTTOOTIWHEVO ATOBNKEUTIKO WECD (ENEYXOG
MvAun  Hpepnolag  AmoBrkeuonc AeATiwv Kol  Tou arnoomnaong &§. kaptag, eeyxog aduvapiag
avtiotoyou  apyelou  Yndlaknc  umoypadnc, ot eyypadng Aoyw dladopetikou format, KTh)

NAEKTPOVIKO HAYVNTIKO 1N OMTIKO amoBnKeuTIKO HETO,
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eyypadetal ocav Saitepn eyypadry otn DopoAoyikn
MvnAun, poll pe tnv nuepopnvia kot wpa. Meta tnv emituxn
uetadopd twv Sedouevwy, Staypadovtal Ta oTolxela —
Seitia tne NMpoowpvig MvAuncg Hueprolag AmoBrnkeuong
AgATiwy, WoTe auTh va duvartal va emavaypnolomnolnel.

Ta ebadla 5.6.3.3. kat 5.6.3.4 tng nap. 5.6. Tou apbpou 5
Tou Ked.2 TN MOA 1220/2012 Sraypadovral.»

'EAeyxog Zuppopodwong e Ta opl{dueva otnv ap. 128 tng
A.1173/2022 pe tnv onola mpootiBetat map. 2.11.9 oto - 'Eheyxog KwdwoU mavong (+ Kwd.

apBpo 2 tou Ked. 2 Tne MOA 1220/2012: TEXVLKOU) ka aduvapia
enmavaleltovpylag,  €Aeyxog  s.txt

(e.txt + code 999), OSuvatotnta
€kboong avapopwy.

« Anoduyn Aettoupyiag OHM peta tnv SnAwon opLoTIKAG
navong.

Y& KABe mepimTwon omou SnAwvetal oplotikn mavon OHM,
XwpIc wotooo va €xel ekdoBel o UEyLoTOC aplBLOC Z Tou Metd v Stadikaoia tng mARpwong o ®HM
erutpénel o OHM, pe euBuvn Tou katdxou tou OHM, o eudavilel oe omoladnmote AAAN evépyela
£60UCLOBOTNHEVOG TEXVIKOG TANKTPOAOYEL E8IKO KWOWKO | insg ARV NG €kdoong avadopwv.»

otov OHM, wote o OHM oto €&ng va unv pmopesl va
ekOWOEL KaVEVO QMOAUTWE TAPAOTOTIKO 1 amodelén
€00dou. Tpokelpévou va evnuepwBel to N OHM yla Tnv
opLoTky mavon Aewtoupyiag tou OHM kat yia tnv
MANKTPoAOynon tou eldlkol kwdikou, o OHM StafiBdalel
oto N2 OHM éva teAeuTalo s.txt o MEPLEXEL Eval LOVAOLKO
e.txt mou €xel wg Kwdko mapaotatikol 999. Eddoov o
OHM AaBeL amo to N2 OHM amdvinon cwothg dtaBifaong,
o OHM tiBetal oe katdotaon aduvauiog €kdoong véwv
MAPAOTATIKWY 1 amnodeitewv ecdvdou. Qotdéoo, o DHM Ba

Erituxnc m
AVETUTUXNAG O
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elval mavta oe Béon va eKTUTIWVEL avadopeS yla
EAEYKTIKOUC AOYOUC.»

'EAeyxo¢ Zuppopdwong pe ta op{dpeva otnv nap. 9.1.5.

Tou apBpou 9 Tou kepaAaiou 2 tng MOA 1220/2012 onwg - 'EAeyxoc take away, delivery

Tpomnonowionke pe tnv map. 1B 31tngA.1173/2022:

«Emtpénetal otig OTM rp AAHME mou Aeltoupyouv e Erituxic m |(3ng ASVO%?GPXELOTI?\ CXDXEL((]Z;ﬁE':AE TO nggg
givar 0.00) mou otéAvel 0 oto

NPOYypaAULa e0TIOTOPloU, N ameuBeiag ékdoon GoPOAOYIKAG minso AverTuyic O (AMOUNT). AIOPEQGHKE
anodelene, xwplc TV mponyouuevn €kS00on TPOCWPELVNC )

amodelene, o TMEPUTTWOELS eVOEIKTIKA OTwg take away, BUG. Aev kataywpel ota apyeia 356, 358

delivery.» To AMOUNT FINAL mou emiotpédel TO
POS. AIOPOQOHKE.

'EAeyxoG Zuppopdwong Pe T ZupmAnpwon mAnpodoplwv

yla Ta npooSsutikd oUvoda tou OHM, ot mepimtwon Mpotewopevol eAeyxol:

SlaBifaong tou kwdkov 999 cuudwva e TNV Tap. 28 TNG

A.1173/2022. ‘EAeyyocg nedilou «OUUTTANPWLLOTLKEC
Mpokelévou va cUPMANPwOel autopata oto  Al3 n EriTuyic m mnpodopieg»

oplotikr) mavon tou OHM pe kwdikd 23, oto medio | minS10 AVETUTUXNG O

«OUMUMANPWHATIKEC TIAnpodoplec» mepléxovtal oL €ENG
TIANPodopieg, OMWE AUTES TTPOKUTITOUY OO TO TeAeuTaio Z:

# MpoodeuTikd mocd OIMA A yla Un TILOTWTLKA TTOPOOTATIKA

# MpoodeuTikd moco ONMA B yla Un MOTWTLIKA TTOPOOTATIKA
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# MNpoodeuTtikd mMoco OMAT yla N MOTWTIKA TAPACTATIKA
# MpoodeuTikd Moco OTMA A yLa KN TULOTWTLKA TTOPOOTATIKA
# MpoodeuTtikd Mood cuvolou kabapng afiag A+B+M+A yla
LN TIWOTWTIKA TTOP OO TATLKAL

# MpoodeuTikd TMoood Kabapnc aflag E yla un mOTWTIKA
TIAPOOTOTIKA

# MNpoodeuTtikd ocod OIMA A yLa TIOTWTLKA TTAPACTATIKA

# MpoodeuTikd Moood ONMA B yla TLOTWTIKA TTAPACTATIKA

# MpoodeuTikd moco OMA T yLa TIOTWTIKA TTOPAOTATIKA

# MNpoodeuTtikd oco OMA A yLa TIOTWTKA TTAPACTATIKA

# MpoodeuTikd Mooo cuvolou kabapng atlac A+B+T+A yla
TUOTWTLKA TIAPOLOTATIKA

# Mpoodeutikd mMood kabapng aflac E yla TOTWTIKA
TAPAOTATIKA

Ot wg avw mAnpodopiec akoAouBoUv peTd TNV €VOELEN
H@999. Aev UTIAPYXOUV KEVA avapeca oto cUuBoAo # kal
0TO €KAOTOTE TTOOO TIOU aKOAOUBEL. 2ta mood, To cuUBoAO
UTIOOLAOTOANG elval N Tehela kot €xouv Oduo Sekadikd

Pnoia.

Yto nedio «A/A Mpoodeutikwv Dopoloyikwy Amodeitewv»,
TormoBeteital To MARNB0C GOPOAOYIKWY TTOPACTATIKWY OO
évapénc Aettoupylag Tou pNXaVIOUoU, CUVUTIOAOYLIOMEVNG
oto MARBoC autd Kal TNG eyypadnc e Kwdko 999 . to
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niedlo «AplBuocg Z» tomoBete(tal o aplBuoc Tou teEAevTaiou
ekboBévtoc Z.

e >tnv meplmtwon TIMOUT, av €xel
nipaypatonolnBel n mAnpwir mpeEmet
n omodelEn va onualvetol e
LETPNTA, O QAN mepimtwon Ba
akupwvetal. (xwplic €ékdoon Z)

e ‘'EAeyxoc apyxelwv kwd.356 otnv
ETOUEVN NUEPO €AV €xel ekdoBel Z
(eheyxoc €kboonc Z xwpic TNV
vlormolinon resend all — lost

'EAeyxoc Zuppopdpwonc ne Sokiur) TIMOUT: (EFT exteAel ETtuxnic m
communication).

NV mAnpwir| / EFT 8ev ekteAel tnv mAnpwpr) minS11 AVETLTUYAC O

BUG: Ztnv mepimtwon mou UTtapxel SLaKomNn
ETUKOWWVLOC VW N MANPWLN €XEL OTAAEL 0TO
POS n OTM pwTAEL ylo €MAVATIOOTOAN 1)
akUpwon 1N KAeloLo Kal To KAElVeL pe kdpTa.
AIOPOQOHKE

BUG: Ztnv nepimtwon tou timout (adou €xel
kataxwpnBel n mAnpwun oto POS) katd to Z
(elte exteAwvTag xelpokivnta resend all) kat
EVW QVOKTA TNV MAnpodopia TNG MANPWUAS
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and to POS &ev Snuoupyel apyelo 356.
AIOPOQOHKE

RESET ®HM &vtog tng pépag:
(session number pndevitel - mwg
arnodelyel duplicates)
- Zudwva Ve SnAwon ToU

KQTAOKEUQOTA:
Ertuxnc m

'EAeyxog Slaxeipong session number ®HM — EFT minS12 AVETUTUXNG O €10 session number 7o SnoUPYELTaL ano

Tov OHM eilval évag ouvexng auvéovtag
anaplBunTAc (counter) pAkoug €wg 6 Pnodia.
‘EtoLn tun dev emavolapBavetatl yla Ueyaro
xpoviko Otdotnua. H Swadikacio RESET
armoBbnkeVEeL TN TpExouoa TLUN session ID kat
TNV eMavadEPEL LETA TNV apyLkoroinon».

- 'EAeyxoc pukpoTteEPNC €kdoang
- 'EAeyxoc avafdaBuionc oe  avolyt
nUEpa (Oev TO ETUTPEMEL, WETA TNV
ErTuyic m éK(S0,0I’] Z e)\éyxa’ yla véa €kboon Kal
‘EAeyxog amopokpucpevng  avaBabuwong $opoloykol | ingi3 AVERITUYAC O pwraeL pe  HNVUHQ: <<URGRADE
uAooyLopkol (remote firmware update) DEVICE?» kat pOAG Eekwnoel n
avaBadbulon eudavilel To pAvUUA:
«MHN AMENEPI. MEPIMENETE» kat
oTtnv  ouvéxel  eudavitet  «DB
BACKUP...»). O €\eyxoc avaaduong
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eKTEAE(TE QUTOLATA HOVO UETA QTo
Vv €kdoon Z.
- 'EAeyxoc StadopetikoU hash value

- Eidoc kaptag (ry VISA)
- AplBuog kapTag KAmowa VoUUEPQ
KQAUULEVAL UE QLOTEPAKLA

. , , , ) Ertuxng m - TID
EAeyxog ektunwotuwy mediwv cuvaAlayrg anodeldng mov | mins14 AVERITUYAC O . BATCH NUMBER
£XeL MANPwWOEL He kapTa oTov ekTUTIWT Tou OHM - RRN

- Auth.code

- nuUepounvia kal wpa MANPWUNAG TL.Y.:
11/05/2023 12:23

1.0 19/07/2023 o/a MwotomnotntikoV: 558 22 ano 23
Epy. Acuppdrou kat Emkotvwviag MeyaAwyv Amootdcewv E.M.M., motomownpévo katd EN ISO 9001:2015




EOvikO MeToopBio NMoAuTtexVEio
TufRpa HAekTpoAdywv Mnxavikwv kal Mnxavikwv YnoAoyioTmv
Topéag SuoTnuaTtwv Metadoong NAnpogopiac kai TexvoAoyiag YAIK@V

3 2YMMNEPAZMATA

‘Eywve €leyxog tng OOTM/AA NORMA EJ NET Il mpokelpévou va SlamiotwBel edv eivat
OULHOPPWHEVN UE Ta AELTOUPYLKA Kal TEXVIKA XAPAKTNPLOTIKA TTIOU avadEPOVTAL OTLG

Texvikéc Mpodlaypadec MOA. 1220/2012, A1024/2020 (®EK 317B/6.2.2020),
A1173/22, A1190/22 kat A1021/23.

JUudwva Ue TOug eAéyxoucg kal TIc [Mpodlaypadéc e ouvayetal ouolwdng
napatipnon ya tnv OTM/AA.

1.0 19/07/2023 o/a MiotomountikoL: 558 23 anod 23
Epy. Acupudtou kal Emkolvwviag MeydAwyv Amootdcewy E.M.M., motomoinyévo katd EN ISO 9001:2015
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